Ensure the integrity of your
physical assets worldwide
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Fifty years of
looking forward

Corporate risk leaders and security teams need a comprehensive understanding of their
operational risk landscape, including geographical locations, asset types, and security contexts.

Physical Security Risk Assessment combines Control Risks’ 50 years
of expertise in security and site assessment with dedicated and
bespoke analysis to identify threats and vulnerabilities across your
entire asset portfolio.

Our data-led approach is tailored to your security profile, asset
types, and the KPIs and data sources you specify, so it is relevant
to your organisation’s needs. These data point inputs are backed
by our experience and understanding in reviewing organisational
security at some of the largest and most targeted organisations
across the globe. We deliver data-driven, risk-based analysis to
your decision-makers to safeguard your people, data, and assets
— wherever they are located.

We offer an integrated suite of services, designed to ensure
proportionate mitigations are identified, prioritised and consistently
applied. This includes services from light-touch self-service
evaluation to fully integrated, expert-led Security Threat and Risk
Assessments with Active Monitoring.

Our analysis and reporting provide:
» Insight into overall risk profiles, security risks, trends and
compliance metrics

» A customised risk profile focusing on the frequency of incidents,
location, asset types, vulnerability and potential impact

» Ongoing monitoring of your situational context

» Data that supports a strategic, risk- and evidence-led investment
and remediation plan spanning your asset portfolio

Our Methodology and approach

PSRA is based on our security assessment methodology and
approach. We have applied and refined this approach through
thousands of security assessments for various organisations
worldwide. Our approach leverages multiple sources of data points
from results of physical site assessments, incident trends, political
sources and on-the-ground intelligence. This analysis identifies
trends and systemic issues to benchmark performance across

all premises, all presented visually with customisation through
search and filter options.
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Our assessment framework
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The Physical Security Risk Assessment model helps organisations determine and assess security risks across
domains by presenting outputs in role-specific dashboards for enhanced visibility. From high-level dashboards
offering strategic insights into security risk, overall risk profiles, trends, and compliance metrics, users can drill
down for a more operational perspective with detailed KPIs for operational teams providing actionable insights
into specific or recurring vulnerabilities, and targeted recommendations for immediate remediation.

Stakeholders can also use customisable filters by location, asset type, or risk category for more focused analysis.

Providing cross-portfolio insights, trends and unified analysis, we consolidate security data across all premises to identify

systemic issues and benchmark performance.

Measures
(Scored vs Informational)

Categories

Security Pillars

Information Security Physical Investigation
security organisation security and reporting

Security Threat
Assessment

Asset Portfolio

Security
compliance

Intelligence

Individual data points/assessment
questions providing quantitative
input into asset security score.

Sub-pillars/categories of key
areas of focus.

Control Risks methodology
evaluating key aspects of the
security profile, tailored to
individual client areas of focus.

Assessment of the security
profile of each client asset.
Self-service, expert-led,
vulnerability and threat data.

A comprehensive analytical view
across your assessment portfolio.
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The PSRA model can include additional elements, such as bespoke
threat and risk monitoring and response actions. These can
include the impact of new or proposed security controls to limit
residual risk, active monitoring, and prioritised mitigations for
events that may negatively impact an asset's risk profile. Control Risks can advise on further mitigations, such as

Whether your organisation operates in a limited number of physical ongoing monitoring and operational security support via
sites or has locations worldwide with varying asset types (residential, Control Risks ONE, our global risk and security centre.
office space, retalil sites, manufacturing, distribution, extraction, Adaptive and scalable, ONE instantly bolsters your existing
etc.), you will have precise, prioritised actionable controls that operational capabilities and provides you with 24/7 access
enable your internal stakeholders to make informed, data-driven to Control Risks’ best-in-class risk and security expertise.
decisions that strengthen asset security.

Control Risks ONE

Case study: global manufacturing

A global food and ingredients manufacturer
wanted to take a data-driven, risk-led approach
to assessing and managing security vulnerabilities
across their global portfolio. This included
gathering and consolidating data across

50 locations, including manufacturing plants,
R&D centres, and office facilities.

Control Risks conducted workshops and
consultations to create a customised assessment
model with tailored questions and weighted
criteria. We designed and implemented a
bespoke data collection platform to simplify and
standardise data input during site reviews and
delivered an interactive dashboard for use by
several internal stakeholders.

Through our customised dashboards, the
manufacturer could assess and monitor multiple
locations through the customised dashboards
and visualise threats and vulnerabilities. This
enhanced their decision-making, resource
allocation and overall threat mitigation strategies
without requiring extensive global travel.

For over fifty years, Control Risks has ensured that our clients are secure, compliant and resilient wherever they do business.
We have delivered thousands of Physical Security Risk Assessments and have unrivalled expertise in helping organisations
understand and contextualise their risks to seize opportunities and grow.
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